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Learn the art of building a low-cost, portable hacking arsenal using Raspberry Pi 3 and Kali Linux 2

About This Book

Quickly turn your Raspberry Pi 3 into a low-cost hacking tool using Kali Linux 2●

Protect your confidential data by deftly preventing various network security attacks●

Use Raspberry Pi 3 as honeypots to warn you that hackers are on your wire●

Who This Book Is For

If you are a computer enthusiast who wants to learn advanced hacking techniques using the Raspberry Pi 3
as your pentesting toolbox, then this book is for you. Prior knowledge of networking and Linux would be an
advantage.

What You Will Learn

Install and tune Kali Linux 2 on a Raspberry Pi 3 for hacking●

Learn how to store and offload pentest data from the Raspberry Pi 3●

Plan and perform man-in-the-middle attacks and bypass advanced encryption techniques●

Compromise systems using various exploits and tools using Kali Linux 2●

Bypass security defenses and remove data off a target network●

Develop a command and control system to manage remotely placed Raspberry Pis●

Turn a Raspberry Pi 3 into a honeypot to capture sensitive information●

In Detail

This book will show you how to utilize the latest credit card sized Raspberry Pi 3 and create a portable, low-
cost hacking tool using Kali Linux 2.

You'll begin by installing and tuning Kali Linux 2 on Raspberry Pi 3 and then get started with penetration
testing. You will be exposed to various network security scenarios such as wireless security, scanning
network packets in order to detect any issues in the network, and capturing sensitive data. You will also learn
how to plan and perform various attacks such as man-in-the-middle, password cracking, bypassing SSL
encryption, compromising systems using various toolkits, and many more. Finally, you'll see how to bypass
security defenses and avoid detection, turn your Pi 3 into a honeypot, and develop a command and control
system to manage a remotely-placed Raspberry Pi 3.

By the end of this book you will be able to turn Raspberry Pi 3 into a hacking arsenal to leverage the most
popular open source toolkit, Kali Linux 2.0.



Style and approach

This concise and fast-paced guide will ensure you get hands-on with penetration testing right from the start.
You will quickly install the powerful Kali Linux 2 on your Raspberry Pi 3 and then learn how to use and
conduct fundamental penetration techniques and attacks.
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From reader reviews:

Barbara Harp:

As people who live in the actual modest era should be up-date about what going on or data even knowledge
to make all of them keep up with the era and that is always change and make progress. Some of you maybe
will certainly update themselves by looking at books. It is a good choice in your case but the problems
coming to a person is you don't know which one you should start with. This Penetration Testing with
Raspberry Pi - Second Edition is our recommendation so you keep up with the world. Why, because this
book serves what you want and need in this era.

Kevin Hamby:

Do you have something that you enjoy such as book? The reserve lovers usually prefer to choose book like
comic, small story and the biggest you are novel. Now, why not attempting Penetration Testing with
Raspberry Pi - Second Edition that give your satisfaction preference will be satisfied by simply reading this
book. Reading habit all over the world can be said as the method for people to know world far better then
how they react to the world. It can't be said constantly that reading practice only for the geeky person but for
all of you who wants to become success person. So , for every you who want to start reading as your good
habit, it is possible to pick Penetration Testing with Raspberry Pi - Second Edition become your current
starter.

Kellie Stephens:

Many people spending their time by playing outside having friends, fun activity together with family or just
watching TV the entire day. You can have new activity to pay your whole day by reading a book. Ugh, ya
think reading a book can really hard because you have to bring the book everywhere? It all right you can
have the e-book, getting everywhere you want in your Cell phone. Like Penetration Testing with Raspberry
Pi - Second Edition which is having the e-book version. So , try out this book? Let's view.

Mandy Jackson:

What is your hobby? Have you heard that will question when you got pupils? We believe that that concern
was given by teacher for their students. Many kinds of hobby, Every individual has different hobby. And you
also know that little person similar to reading or as studying become their hobby. You have to know that
reading is very important along with book as to be the thing. Book is important thing to incorporate you
knowledge, except your current teacher or lecturer. You find good news or update regarding something by
book. Many kinds of books that can you go onto be your object. One of them is this Penetration Testing with
Raspberry Pi - Second Edition.
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